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Bitcoin P2P e-cash paper
Satoshi Nakamoto  Sat, 01 Nov 2008 16:16:33 -0700

I've been working on a new electronic cash system that's fully
peer-to-peer, with no trusted third party.

The paper is available at:

The main properties:
Double-spending is prevented with a peer-to-peer network.
No mint or other trusted parties.
Participants can be anonymous.
New coins are made from Hashcash style proof-of-work.
The proof-of-work for new coin generation also powers the
network to prevent double-spending.

Bitcoin: A Peer-to-Peer Electronic Cash System

Abstract. A purely peer-to-peer version of electronic cash would
allow online payments to be sent directly from one party to another
without the burdens of going through a financial institution.
Digital signatures provide part of the solution, but the main
benefits are lost if a trusted party is still required to prevent
double-spending. We propose a solution to the double-spending
problem using a peer-to-peer network. The network timestamps
transactions by hashing them into an ongoing chain of hash-based
proof-of-work, forming a record that cannot be changed without
redoing the proof-of-work. The longest chain not only serves as
proof of the sequence of events witnessed, but proof that it came
from the largest pool of CPU power. As long as honest nodes control
the most CPU power on the network, they can generate the longest
chain and outpace any attackers. The network itself requires
minimal structure. Messages are broadcasted on a best effort basis,
and nodes can leave and rejoin the network at will, accepting the
longest proof-of-work chain as proof of what happened while they
were gone.

Full paper at:
i/ /www.bitcoin.org/bitcoin.pdf

Satoshi Nakamoto

The Cryptography Mailing List
Unsubscribe by sending "unsubscribe cryptography” to [EMAIL PROTECTED])
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Mnemonic

You can enter an existing BIP38 mnemonic, or generate a new random one. Typing your
own twelve words will probably not work how you expect, since the words require a
particular structure (the last word is a checksum)

For more info see the BIP33 spec

Generate arandom 12 4 word mnemonic, or enter your own below.

BIP39 army van defense carry jealous true garbage claim echo media make cru nchI
Mnemonic

BIP39
Passphrase
(optional)

BIP39 Seed 5b56¢417303faa3fcba7e57400e120alcabl3ec5adfcffbar57fbe63fbd77a8%a1a3bedct719
6f57c39aB8b76373733891bfabal6ed27a813ceed498804c0570

Coin Bitcoin :
BIP32 Root xprv3s21ZrQH143K3t4UZrNgeA3wBE 1 fwjY LaGwmPtQyPMmzshV2owVpfBSd2Q7YsHZ9j6
Key iBdd¥jbSPLIUAMZn8LhvuCVhGeQntgsrn7JVMgnie
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PUBKEY
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OP_RETURN
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4.4 325701

Transaction

0627052b628912f27030662912ea577f2ceddadcaababibd8ab7286c345c212

1GdK9UzpHBzgzX2A9JFP3DI4weBwagmoQA

; - (Unspent) 0.015 BTC
1CdidaKFAaatwezBw Bt QewXYCpviKBh7FK (0.1 BTC - Output) & P
1CdidSKFAaatwezBw Bt*Q"hXYCDV‘(B‘T?FK

(Unspent)

==

Summary Inputs and Outputs
Size 258 (bytes) Total Input 0.1 BTC
Received Time 2013-12-27 23:03:05 Total Output 0.0995 BTC
Included In 277316 (2013-12-27 23:11:54 +9 Fees 0.0005 BTC
Blocks minutes)

Estimated BTC Transacted 0.015 BTC

A2 2R

BEBEH REHE

Transaction 7957a35fe64f80d234d76d83a2a8f1a0d8149a41d81de548f0a65a8a999f6f18

INPUTS From OUTPUTS To
ST e gt e, OB
Transaction Fees: 0.0005 BTC
Transaction 0627052h6f28912f2703066a912ea577f2ce4dajeda5a5fbd8a57286¢345c2f2
S 1L . SR RIS
:7957a35fe64f80¢zl3ltcgsdazazasﬂa0ds149a41ds(;dﬁ;gga;%acsagmﬂs o: Laij_tl)-u_t_fﬁ_ggs_s-i\a_d_r_e_s_s_ '_'_'_'_'0_ f)_l-S_(T_B_T_(__(_s_p_e_th_)_ _-

(change) 0.0845 BTC (unspent)
0.0005 BTC

Transaction 2bbac8bb3a57a2363407ac8c16a67015ed2e88 8af58cf90299e0744d3de4

oo WNPUTSFOM _ . QUTPUTS To
:0627052b6f2891|23f(2)g)3066a91Zea577f2cewakagagflbggaE?é&MScm 0 : Output #0 Gopesh's Address 00100 BTC (unspent)
[EeSees T T - Output #1 Bob’s Address (change) 0.0045 BTC (unspent)

Transaction Fees: 0.0005 BTC

25 Lk

y) A ’J’ 4
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@ Transactions on the Bitcoin Network (Daily, 7DMA) X
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P2SH, Pay-To-Script-Hash

_*? P2PKH (Pay-To-Public-Key-Hash)
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P2SH(Pay-to-ScriptHash), B4
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Full Redeem Script  [*® Full Redeem Script

TX Qutput PubKey Script

Redeem Script Hash P Redeem Script Hash
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6.1 tLSTHXIR-BUTH X R

Bitcoin block 0 ®  ined by ) Anonymus

Time

Transactions

Size
Stripped size
Weight

Block difficulty
Network difficulty

Version
Bits

Nonce

Block reward

Fee reward

2009-01-03 18:15:05

1

285 bytes
285 bytes
1140

2536
1

0x01
0x1dO0ffff
Ox7c2bac1d

50.00000000 BTC
0 BTC

Coinbase message

Block

Previous block
Next block

Merkle root

Coinbase hex

EThe Times 03/Jan/2009 Chancellor on brink of second bailout for banks

000000000019d6689c085ae165831e934ff763ae46a2a6¢172b3f1b60a8ce26f &
0000000000000000000000000000000000000000000000000000000000000000 &
0000000083928e6886ab5951d76f411475428afc90947ee320161bbf18eb6048 ¢
4abeled4baab89f3a32518a88c31bc871618f76673e2cc77ab2127b7afdedald3b &

04ffff001d0104455468652054696d6573203033214a616e2132303039204368616e63656c6c6772206762206272696e6b2067662
0736563676e64206261696c6f7574206661722062616e6b73

Header

0100000000000000000000000000000000000000000000000000000000000000000000
003ba3edfd7a7b12b27ac72c3e67768f617fc81bc3888a51323a9fb8aadble5e4a29ab
5f49ffffee1didac2b7cO1
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¢
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BItH X IR
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BEHEnonce
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E—XBREEE

| B 1SS J
Merkle Root

Blockchain Head

R HE IR
‘ / { Mertie Roet 0
|
|
|
Blockchain body
hashOl hashO2 hashO3 hashO4
hashO5 hashOG hashO7 hashO8
T hashO5 hashOG
O4 hashO7 hashO8

MR ]

K 7N

hashO5 hashO7
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jf ANIVAN
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